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_ Credentials. ..
I don't need no stinking
Credentials!

Accounts




Computer Accounts

° Identlfy you to the Account Wizard
computer system or
network R

iich you would like to refer ko this account (For
: Account” o “News Account™),

* Your permissions to
access info and
systems are based
on your account
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Passwords

* Verify that the person
logging into the
computer system or
network is who he
claims to be

 |n other words, your
password says you
are the account

owner  aka authentication

Information Technology Services
“Connecting Phoenix to Information”




Free Bonus Infol

Authentication Factors

Something you know
— Password

Something you have
— Badge, token, digital certificate

Something you are (biometric)
— Fingerprint, retina

More factors = Stronger authentication
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Why Is a Strong Password Important?

» Like the key to your house, your
password is the key to your computer
account, your access privileges, and
your information
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« Passwords provide the first line of
defense against unauthorized access

e Strong passwords help protect the
confidentiality, integrity, and availability
of your information and systems
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Someone discovered my
PASSWORD.
Now | have to rename my dog.




Strong Passwords

Are Not Sharec




Are These Strong Passwords?

Bl Advanced Password Generator E]|E|®

File Edit Seed Format Database Mixer Help Registration

" Linear Congruential Method (@ Simple Mode

(o Bit Shift Method i Advanced Mode @& Numbers and Letters
g Cluantity
® 100 ¢ 200 ¢ 400 ¢ BOO ¢ 800 ¢ 2000 ¢ 8OO0
(300 ¢ 500 ¢ 700 ¢ 900 ¢ 4000 ¢ 9999

een GENERATE PASSWORD =% Database

YNISEfOFtIz2LMpHYUCD
nXagQIcKHGrFVicxSYci
czYxaNEdDsGwPKizEeMc
PmukcYUICFFpnlGgejiL
OCTJiEVBCiaFI3HAwWrmB

MeEl weYiiMkKvnVawFhnlK M




Strong Passwords

Are Easy to Remember

1 fargo;‘ fhe password for
the file where I feep all my

» So youdon'thaveto | "W’"’m
write them down
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Strong Passwords

Can’t Be Easily Cracked

« Password cracking:
Using computing
technology and power
to discover a password

A typical desktop

computer can try
between 100,000 and

1 million passwords per
second
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Making a Strong Password

Contains a combination of words, numbers, and
characters from an easy-to-remember sentence or
phrase

Does not contain words in a dictionary, regardless of the
language

Does not contain a proper name, such as your spouse’s
name

Does not contain numbers associated with you in any
way, such as your dog’s birthday or your child’s social

security number
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Using a Password

Strength Checker

“Call me paranoid, but how do we know these sites aren’t harvesting
the passwords they test?”

Test Your Password

Password:

Don’t use your actual password Hide:
Score: [ so0%

(o011 T [S43"Hll Very Strong

Use a “test” password with the same number
of letters (caps and lower case), numbers, and
special characters in the same locations as
your actual password

Additions
@ Number of Characters
9 Uppercase Letters
Lowercase Letters
@ Numbers

Your actual password would have the same (@ | Symbols

strength

@ Middle Numbers or Symbols

/@ | Requirements
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e Brute Force

Cracking Methods

Dictionary
— Tries words in a dictionary (any language)

Pre-computed
— Compares encrypted password with lists

of cracked passwords

Hybrid

— Checks common numbers or symbols
substitutes for letters, such as 3 for E,

or$ for S

— Attempts every combination of characters
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WARNING

Password cracking programs are available
on the Internet

o_—y

Do NOT visit sites that host them
Do NOT download them

va

VIRUS
WARNING

Why?
— These sites often contain malware
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Time to Crack

Password Crack Method Time to Crack
Barbaral

Chicago5
Gandalfl
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Time to Crack

Password Crack Method Time to Crack
Barbaral Dictionary 0dOhOmMOs

Chicago5 Dictionary 0dOhOmOs
Gandalfl Dictionary 0dOhOmMOs
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Time to Crack

Password Crack Method Time to Crack

October7
OctobeR7
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Time to Crack

Password Crack Method Time to Crack

October7 Dictionary 0dOhOm1s
OctobeR7 Brute Force 0d2h23m7s
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Time to Crack

Password Crack Method Time to Crack
time2Fly

Spldrman
Qwertl23
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Time to Crack

Password Crack Method Time to Crack
time2Fly Brute Force 0d1h35m33s

Spldrman Brute Force 0dOh11lm17s
Qwertl23 Hybrid 0dOhOm25s
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Password
goBears4
goBears!
GoEagles
GoE@gles

Time to Crack

Crack Method Time to Crack
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Password
goBears4

goBears!
GoEagles
GoE@gles

Time to Crack

Crack Method Time to Crack
Brute Force 0d2h33m58s
Brute Force 0d2h32m58s
Pre-computed 0dOh2m47s
Brute Force 0d5h13m38s
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Sample Output
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Time to Crack

Password Crack Method Time to Crack
4*20+7ya

4sc&/yrA
8/7yr.aGo
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Time to Crack

Password Crack Method Time to Crack
4*20+7ya Brute Force > 1d6h24m3s

4sc&T7yrA Brute Force > 1d6h24m3s
87yr.aGo Brute Force > 1d6h24m3s
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Still Going...
P
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Picking a Strong Password

m N
'SCOTT ADAMS!

IT HAS TO INCLUDE
LETTERS AND BE AT
LEAST SIX CHARAC-
TERS LONG.

THAT S AT LEAST SIX 1237
CHARACTERS LONG 7.
WITH A MIX OF

CREATE A PASSLWORD HOW ABOUT < UM, NO
LETTERS AND NUMBERS. .

|
s

02004 SCOU Adamnd, ¢, ML by UFS, ine

[ FOURSOME? )
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Unleash Your

Base Passwords

« 420+ 7ya
* 4SC&7yrA
« 87yr.aGo

Creativity |

on a Phrase
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Unleash Your Creativity !

Base Passwords on a Phrase

WHO YA GONNA CALL?

* Wygc?GB!

‘t@

GH%STBUSTERS
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Use a Keyboard Pattern

« 3$5EdZxc
— Forms the letter “I” (kinda)

)\
- ; ‘»—— ..
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How Many Passwords?

Work
Personal — high security
— Online banking

Personal — low security
— News sites

Recommended
— Social media ONLY
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Tools for Home Use

y P aS SWO rd S a-fe k‘ F-)'ass.»m):({ Iéafe - C:\tmp\&émo...'g'@"
— Free Windows utility LUIH 48K =0 3
. . = O Banks
— Designed by Bruce Schneier B ek mdas

— Keeps passwords securely
encrypted on your computers

— Just one “Safe Combination” |[EEErEErecwrmEEs—
to remember

City of Phoenix does not endorse or support any tools for home use
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http://passwordsafe.sourceforge.net/

Tools for Home Use

* LastPass LastPassEXExa
— Free utility

— Just one “master password” to remember

— Can automatically log you on to web sites
and complete forms needed to buy goods
online

City of Phoenix does not endorse or support any tools for home use
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https://lastpass.com/features_free.php

Reminder

* Change default passwords

— Passwords that “come with” a device or set by
the vendor
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You Can

* Protect yourself

* Pick strong,
easy-to-remember
passwords!
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Resources

« Password Meter password strength checker

 Computer World's review of password managers

« Password Managers
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http://www.passwordmeter.com/
http://www.computerworld.com/s/article/9191339/4_password_managers_offer_security_anytime_anywhere?source=CTWNLE_nlt_security_2010-10-18
http://www.computerworld.com/s/article/9191339/4_password_managers_offer_security_anytime_anywhere?source=CTWNLE_nlt_security_2010-10-18
http://www.computerworld.com/s/article/9191339/4_password_managers_offer_security_anytime_anywhere?source=CTWNLE_nlt_security_2010-10-18
http://www.computerworld.com/s/article/9191339/4_password_managers_offer_security_anytime_anywhere?source=CTWNLE_nlt_security_2010-10-18
http://www.computerworld.com/s/article/9191339/4_password_managers_offer_security_anytime_anywhere?source=CTWNLE_nlt_security_2010-10-18
http://www.computerworld.com/s/article/9191339/4_password_managers_offer_security_anytime_anywhere?source=CTWNLE_nlt_security_2010-10-18
http://www.computerworld.com/s/article/9191339/4_password_managers_offer_security_anytime_anywhere?source=CTWNLE_nlt_security_2010-10-18
http://passwordsafe.sourceforge.net/
https://lastpass.com/features_free.php

Thanks!

Questions? Contact
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